REGULATIONS FOR SALES PAID BY CARD
REMOTE TRADING (Card Not Present)
(October 2015)

These regulations, the "Remote Trading Regulations', apply to sales paid by Card in Remote
Trading. "Remote Trading" refers to Sales Methods where the Card is not present in
conjunction with payment. The "Sales Methods" covered by the Remote Trading Regulations
include, for example, sales over the Internet, sales by mail and/or telephone order, mobile
payments, repeat payments using stored card numbers (referred to as Account on File) and
subscriptions (referred to as Recurring Payments).

The Remote Trading Regulations comprise a supplement to the General Terms and Conditions
that apply to the agreement on the Redemption of Card Transactions (the "Master Document™)
that has been entered between the Merchant and Bambora. In the event of discrepancies
between the Master Document and the Remote Trading Regulations, the Remote Trading

Regul ations shall take precedence. Words that begin with an upper case letter, that is, a capital,
are words that have been assigned special significance/definitions in the Master Document and
in these Remote Trading Regulations such words shall have the same meaning asin the Master
Document.

1. Card Paymentsin Remote Trading in general

For Card Payments over the Internet all cardsenpreement and, in applicable cases,
MasterPass and V.me are accepted with the excepttiglaestro cards, which can only
be accepted if 3D Secure is installed and activaiteestro, however, is never accepted
for mail or telephone order sales.

2. Special obligationsin Remote Trading

The Merchant agrees to:

* On the order form or Internet website clearly infiathe Cardholder, before the
payment instructions, in which country the Tranwacwill be processed and in
which country the Merchant pays value added tax;

* On the website not have information or links to sigds with illegal and/or in
Bambora's assessment unethical activities or toitaes that on objective
grounds can be considered to damage Bambora'saiteput

* Immediately inform Bambora if the website on whibke Merchant's sales are
made changes www address and/or if new www addsessdntroduced that
the Merchant uses for sales paid by card.

3. Checks

Before debiting the Cardholder, the Merchant st@atiduct the checks specified below.
3.1 Authorisation

Authorisation checks shall always be made in cartjan with payment, regardless of

the purchase sum. The authorisation shall be caitedhe correct Sales Method.

When checking the status of the Cardholder's Gzl (status check) a so-called "zero
value authorisation” shall always be used.



3.2 ldentification of the Cardholder

3.2.1 Internet
Card transactions shall be processed in accordaiticeD Secure unless otherwise
agreed between the parties.

3.2.2 Telephone Order and Mail Order

In the case of Telephone and Mail Order, the Mearthannot confirm the Cardholder's
identity. For this reason, the Merchant is alwagblé for the risk associated with all
payment transactions made by Telephone Order anldzer. This means that
Bambora has the right to reclaim from the Merclearyt amounts for which
Cardholders claim refunds (chargebacks). This eppkgardless of whether the
Cardholder's claim is legitimate.

3.2.3 Mail Order
The Merchant shall request that mail order formsdrg in a sealed envelope and the
form shall include:
* The Merchant's name, location and corporate ID rermb
e The Cardholder's name;
e The Cardholder's address (delivery address);
e The Cardholder's telephone number;
* The name of the Card Issuer;
e The Card Number;
* The Card's Valid thru date;
* The order date;
* The total amount of the order;
* Information on value added tax;
* A description of the goods ordered; and
e The Cardholder's signature.

3.2.4 Storage

The Merchant shall for at least eighteen (18) meatichive the order form/order
documentation in accordance with the Payment Gatddtry (PCI) Data Security
Standard (DSS). If requested by Bambora, the Meaitcstzall provide the order
forms/order documentation for individual Transacsiavithin five (5) bank days.

3.3 Délivery confirmation

For the delivery of physically deliverable goodgiokets, the recommended delivery
methods include, for example, parcel or letter witined delivery confirmation that
includes an identity check upon collection. Fordeévery of high risk goods,

however, such delivery confirmation is a requiretneae section 5.2. If the Cardholder
files a complaint and delivery confirmation wasdisthe subsequent investigation is
better facilitated. The investigation may, howewatitl conclude that Bambora has the
right to a Chargeback for a redeemed Card Trammsatiaccordance with the
stipulations of the General Terms and Conditions.

The Merchant always bears all risks associated @ithrgebacks for redeemed Card
Transactions in accordance with the stipulationthefGeneral Terms and Conditions if
the Cardholder disputes that goods or services haee received regardless of how the
Cardholder was identified in accordance with sec8a.



4. Reporting

4.1 Submitting payment transactions etc.

Electronically collected payment transactions shalltransferred to Bambora within
two (2) days of the date of payment. The "dateaynpent” is the date of authorisation.
For environments such as hotels where so-calletinpnary authorisation is used
payment transactions shall be submitted to Bamivahan thirty (30) days.

4.2 Transaction information

The Merchant shall upon delivery of goods or s&wiprovide the Cardholder with a
Customer Receipt via e-mail or together with thedgsservices upon delivery. The
Customer Receipt shall include the following infation:

e The word "receipt” in the title;

* The Merchant's name. The name shall be the sathatespecified in the
Agreement with Bambora and that is thus specifiethe Cardholder's account
statement;

e Telephone number and e-mail address of the Mershaudtomer service;

* In appropriate cases, the Merchant's website (wdbeas);

e Truncated Card Number,

* The amount of the Card Payment together with @estiction currency;

* The date and time of the Transaction;

* Unique transaction number/order number identifyimgtransaction;

* The Control Number received in the Authorisatioogass;

* In applicable cases, information that it concemsngéernet transaction;

* The transaction type (purchase or return);

» A description of the goods or services ordered;

* Return and refund rules;

» Other information in accordance with currently aggdble legislation;

* For Telephone Orders, on the Cardholder's redeglerchant shall write
"TO" or "Telephone Order"; and

» For Mail Orders, the Merchant shall write "MO" Wil Order".

In cases where a physical receipt for a processeédeported Card Transaction is not
available, such as for certain types of Internetm®rce, the Merchant shall establish
and save a Transaction Log and at Bambora's regumstle the following information
on:

The Card Transaction:
* The Merchant's name;
* The Merchant's reporting number at Bambora;
« In appropriate cases, the Merchant's website (wdbeas);
* A description of the goods or services;
* The recipient's name and delivery address andypticable cases, the
recipient's method for authenticating him- or hiyseich as 3D Secure code;
* Truncated Card Number,



« The amount of the Card Payment together with @nestxction currency and
VAT;

e The date and time of the Transaction;

* Unique transaction number/order number identifyimgtransaction;

e The Control Number received in the Authorisatioagess;

* The transaction type (purchase or return);

« Indicator for electronic commerce; and

e The orderer's IP address.

The Transaction Log shall fulfil the requirement$€I DSS.

The Merchant shall at Bambora's request providemétion about Card Transactions
from the system that processes 3D Secure. If ylsi®81 is managed by a Payment
Service Provider (PSP), the Merchant shall enswakethe PSP can present this
information on behalf of the Merchant. This eveplags to requests for information
about Card Transactions in the Transaction Log.

5. Other

5.1 Merchant
The Merchant's marketplace on the Internet mustdecat least the following
information:

« The Merchant's name. The name shall be the sathatgsrovided to Bambora
in the Agreement and that is thus specified orCthelholder's account
statement;

* The country in which the Merchant is registered;

» A description of the goods or services offered,;

* Prices;

» Transaction currency;

» Taxes and other government levies;

* Rules for returns and refunds, as well as delivemys and conditions;

e Shipping costs;

» Customer service contact, e-mail address and tetephumber;

* The Merchant's street address;

* Any export restrictions;

* Logos for Cards that the Merchant accepts;

* In applicable cases, logos for Verified by Visa &masterCard SecureCode, as
well as V.me and MasterPass; and

e Other information in accordance with current legfisin applicable to the
Merchant;

The Merchant agrees to provide correct informagiod to regularly update the
information on the website regarding the above ensit

5.2 Risk reduction



Activated support for 3D Secure, MasterPass ande\amthe Merchant's website on
the Internet means that the Merchant receivesaabed risk reduction, which means
that the Card Issuer cannot normally make any ddonfraudulent Card Transactions.

This risk reduction applies to Cards branded WaasterCard and Maestro, as well as
the acceptance of MasterPass and V.me. For Caadddxl Visa, however, the risk
reduction does not currently include corporate @emdmercial cards issued by Card
Issuers outside Europe.

Bambora is not responsible for informing the Merdghagbout card types and countries
of issue or for warnings and/or checks on whethd€ are covered by the risk
reduction.

Bambora has the right to retract the right to reskuction if fraud levels, in the Payment
Card Networks' assessment, exceed the currentlicaple permitted levels.

The Merchant is aware that 3D Secure, MasterPak¥ ane are not a guarantee for
protection from fraudulent Card Transactions.

Regarding the sale of high risk goods such as relewtronics, watches, jewellery and
gift vouchers, the Merchant is aware of its risk@sure to fraudulent Card
Transactions as these are goods that are ofteactubjcard fraud. Delivery
confirmation for such orders is a requirement.

The Merchant shall at its own expense implemeicquire systems that prevent
fraudulent orders.

The Merchant bears all risk for Card Transactidnisd risk reduction available for 3D
Secure, MasterPass and V.me is not used.

5.3 Special stipulations regarding Recurring Payments for sales over the Internet

* When the Merchant registers a new Cardholder farrreng payments and no
debit is due at the time of registration, a soexhBtatus check shall be
conducted on the Cardholder's Card, that is, aaleec"zero value
authorisation”.

* When the Merchant registers a new Cardholder who gy by Card, the
Merchant sends the first debit transaction in ad@oce with 3D Secure. The
currently applicable 3D Secure risk reduction agpto this transaction.

e For subsequent recurring card payments (debis)3ihSecure risk reduction
does not apply and the Merchant bears all rislesmbtherwise agreed.

« When a Cardholder registers for and enters an amgnateon recurring card
payments, the Cardholder shall receive confirmdbype-mail. This
confirmation shall include the text "recurring caayment" and information
about the amount, how often it is debited and tmatibn of the agreement. It
shall also specify whether the amount is fixed amable.

*  When a Cardholder pays for goods and/or servicas & Merchant, the
Merchant may not register the Cardholder for ReegriPayments without this
being clearly stated and accepted by the Cardholder

* The Cardholder shall receive an e-mail prior tchedebit.



e Cardholders shall receive an e-mail before therakpn of any "free periods"
or other types of introductory offers.

» Cardholders shall regularly be informed by e-mbdw@ any changes to the
debits, such as changes in the amount or dateafehits.

» The Cardholder shall be able to cancel a recuarg payment with immediate
effect.

* The Merchant may not save the Card Number and @aetholder Data in its
systems unless security validation and, in applecabases, certification in
accordance with the Payment Card Networks' requnesn(PCI DSS) have
been implemented and approved.

* The Merchant shall be able to present documentétion software that
processes 3D Secure and Customer Receipts assdhgar@ardholder's choice
of debit frequency and the period for which ReaygriPayments have been
permitted by the Cardholder.

* Card Transactions shall include information aboetirring Payments. The
Merchant is responsible for establishing requiraimér PSPs so that the card
transaction content is in line with the Generaliigiand Conditions,
Regulations and Instructions.

» Card transactions shall always be checked via Aighaton prior to every debit.
If Authorisation is rejected, the debit may notdrecessed.

« The amount that in accordance with the agreemehttive Cardholder is to be
debited may not be altered without the Cardholdenrsent.

5.4 Special stipulations regarding Account on File for sales over the Internet

* When the Merchant registers a new Cardholder who gy by Card, the
Merchant sends the first transaction in accordantte3D Secure. The
currently applicable 3D Secure risk reduction agpto this transaction.

* When the Merchant registers a new Cardholder farrreng payments and
debiting is not applicable at the time of registnat a so-called status check
shall be conducted on the Cardholder's Card, shat $o0-called "zero value
authorisation".

* For subsequent card payments (debits), the 3D Seislrreduction does not
apply and the Merchant bears all risk, unless otiseragreed.

6. Security

6.1 Processing of certain Cardholder Data

In order to_on the one hand maintain a high le¥edexurity in global card payment

systems and on the other strengthen trust in Casds means of payment, it is of the
utmost importance that everyone who processes GlaeihData does so in a secure
manner. "Cardholder Data" refers to such infornmattaat is embossed or printed on the
front and back of the Card, including informatidrat is stored in the Card's magnetic
stripe and chip. For these reasons, the Paymerd Natworks have agreed to a
common standard for processing Cardholder Data.stdmedard is called the Payment
Card Industry (PCI) Data Security Standard (DSS) bhas been established by the
international payment card networks Visa and M&sed.

The Merchant agrees to comply with the PCI DSS agently published at
WWW.pcisecuritystandards.org.



6.2 System approval

Systems that deliver transactions to Bambora $leadipproved by Bambora, or by a
third party designated by Bambora. Bambora caniregpecial audits concerning the
security of sensitive components. This audit ongsaonducted by a party chosen in
consultation with Bambora.

6.3 Special regulations for Payment Service Providers

If the Merchant uses a third party (a so-callednRayt Service Provider) for part or the
whole of its Remote Trading, the Merchant must em$itat said third party complies
with all of the requirements of PCI DSS.

6.4 Changes to systems etc.
Changes to the system affecting the conditionsapplied at the time of approval may
not be implemented without Bambora's consent.

Before Transactions may be sent to Bambora, thechdat shall conduct a test
specified by Bambora on said Merchant's connediioBambora's receiving system.
The Merchant shall inform Bambora prior to everystatlation, relocation or

decommissioning of equipment that is technicallyrexted to Bambora or another
collector of Transactions that acts on behalf @f Merchant within the framework of
this agreement.

6.5 Hacking and IT forensic investigation

If Bambora suspects that the Merchant's point t#, seomputer or other system has
been subject to hacking, manipulation or the Iiat,tin Bambora's assessment, in some
way affects the Parties' cooperation under thiseAgrent, Bambora has the right to
conduct a so-called IT forensic investigation (‘¥stigation”) of the concerned
equipment. The Investigation may be conducted byligaa or an IT forensic company
engaged by Bambora.

The time, and related issues/procedures connecethd implementation of the
Investigation, shall, unless Bambora deems it inggmpate, as far as possible be agreed
between the Parties. If, however, Bambora deemsoie appropriate, Bambora may
visit the Merchant and conduct the Investigatiothaiit previously informing the
Merchant.

It falls to the Merchant to participate in the Istigation to a reasonable extent and
facilitate its implementation so that the purpodetle Investigation, which is to
determine whether hacking/manipulation has takaneylcan be achieved.

In cases where the Investigation determines tletMarchant's point of sale, computer
or other system has been subject to hacking, miatipn or the like, the Merchant is

obligated to at Bambora's request compensate Bamlior the costs of the

Investigation.



